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Near-field communications (NFC), which arose from earlier RFID (Radio Frequency
Identification) applications, have gained in popularity as manufacturers added NFC
capabilities to smart phones and tablet computers and as merchants have installed NFC
payment devices. So instead of carrying a wallet full of credit and debit cards, consumers
can use their smart phones as a mobile-payment "account" that uses the Google Wallet app.
Customers simply start their payment application and place their Smartphone within a few
centimeters of a point-of-sale terminal to complete a "contact-less" transaction. No card to
swipe, no chance a restaurant server will "skim" card information, and no photo ID to

present. According to Google, over 140,000 merchants accept Google Wallet payments.

What's a near field?
Maxwell's equations describe a near field as one close to an electromagnetic source and dominated by

electric and magnetic components. So near-field communications rely on close proximity--usually one
wavelength--to a transmitter. NFC communications use a 13.56 MHz frequency, so the near field extends to
about 22 meters. That might seem like a long distance that could let hackers pick up NFC-transaction information.
But the magnetic field from a current loop decreases with the inverse cube of the distance. If you have a 1G
field at 1 cm from the NFC antenna loop and move to 10 cm, you then have a field of 1.0x10-3 G. The NFC
standards specify a maximum 10-cm separation between devices, but in practice, NFC devices usually need a
smaller separation: 0 to 4 cm. It transfers data at speeds up to 424Kbps. NFC data transfer rates are much slower
than Bluetooth (BT) and wireless LAN (WLAN). NFC asks these technologies to take over when the situation
demands faster data transfer rates than it can handle.

Differences between NFC and other wireless technologies
NFC is a technology that is distinct from other wireless technologies, not only in the technology used, but

also the applications envisaged.

Bluetooth:  Although both Blue tooth and NFC can be used to transfer data, Bluetooth has been de-
signed to transfer data over much greater distances. NFC is designed to be close proximity only.
Wi-Fi / IEEE 802.11:   Wi-Fi is designed for local area networks, and is not a short range peer to peer
technology.
RFID:   Although RFID is very similar to NFC in many respects, RFID is a much broader technology.
NFC is a specific case which is defined by standards enabling it to be interoperable.

In view of its parameters, NFC lends itself to particular applications, making it ideal for use in areas where
other forms of wireless communication would be unsuitable.

Operating modes of NFC devices
NFC devices are unique in that they support three modes of operation: reader/writer, peer-to-peer, and
card emulation. The different operating modes are based on the ISO/IEC 18092 NFC IP-1 and ISO/IEC
14443 contactless smart card standards.
In reader/writer mode, the NFC device is capable of reading NFC Forum-mandated tag types, such as a
tag embedded in an NFC smart poster. The reader/writer mode on the RF interface is compliant with the
ISO 14443 and FeliCa schemes.
In Peer-to-Peer mode, two NFC devices can exchange data. For example, you can share Bluetooth or
WiFi link set-up parameters or you can exchange data such as virtual business cards or digital photos.
Peer-to-Peer mode is standardized on the ISO/IEC 18092 standard.
In Card Emulation mode, the NFC device appears to an external reader much the same as a traditional
contactless smart card. This enables contactless payments and ticketing by NFC devices without chang-
ing the existing infrastructure.
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NFC applications
The number of short-range applications for NFC technology is growing continuously, appearing in all areas

of life. Especially the use in conjunction with mobile phones offers great opportunities. The main applications
are:

Payment & ticketing: NFC enables users to make fast and secure purchases
Access Control: Replacing traditional keys for either physical access (hotel room) or control (starting
a car).For example, these can be car keys, house/office keys, etc.
Identification: NFC makes it possible to use mobile phones instead of identity documents.
Receive and share information: The data stored on any tagged object (DVD box or a poster) can be
accessed by mobile phones in order to download movie trailers, maps etc.

Security Concerns
The very nature of NFC being contactless creates potential for abuse. NFC transactions create a radio
frequency (RF) field over which power and data are transferred. This allows for eavesdropping.
Users need to be assured that a lost or stolen phone could be handled the same way a lost or stolen card
would be, including liability and fraud protection similar to that for physical cards.

While NFC supports and enables multiple applications on handsets, the first phase of its adoption is already
seeing NFC being utilized for payment and ticketing in the transport sector. Pilots and trials have proved
successful around the world, and increasingly innovative and compelling services are being designed to exploit
the connectivity it enables. With more and more NFC compatible devices being launched by device manufacturers,
mobile operators and service providers need to work closely to put in place the infrastructure that will facilitate
and drive rollout of the technology.


