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ABSTRACT

The EN50128 guidelines of the European
Committee for Electro-technical Standardization
(CENELEC) recommend the use of formal
methods for proving the correctness of railway
signaling and interlocking systems. Considering
the safety criticality of railway signaling, the
potential benefit of formal safety assurance is
of unguestionable importance, but the path
towards implementing the recommendations is
far from clear. The EN50128 document does
not specify how formal assurance of railway
interlocking may be achieved in practice.
Moreover, the task of setting up an electronic
interlocking (El) equipment involves multiple
parties, including the El equipment vendor, the
certification agency which certifies the resident
El software to be correct, and the end user
(namely the railway service provider) who must
configure the El equipment with respect to the
layout of the signals in the yard on which the EI
is to be deployed. Considering the distributed
nature of the development process, a feasible
approach towards formal certification of the end
product (post configuration) is not obvious. This
chapter outlines the basics of formal verification
technology and presents, from the perspective
of the railways, a pragmatic roadmap for the
use of formal methods in safety assurance of
its signaling systems.
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INTRODUCTION

Railway signaling has been one of the most
well studied safety critical systems for nearly two
centuries. During this period, the notion of railway
signaling has evolved in various ways, including
the protocol for signaling, the technology used
for implementing the signaling system, and most
importantly the way in which safety guarantees
are assured. The very early form of signaling
relied on temporal separation of trains, which was
primarily implemented by setting up time tables
that ensured that two trains never shared a track
at the same time. With the increase in railway
traffic, it became necessary to divide the tracks
into segments (or blocks), thereby giving birth to
the notion of block signaling, where one or more
trains can be on the same track, but on different
blocks — which effectively means that the trains
are spatially separated. Signals guard the entry
of the block and implement the spatial separation.

Railway yards also have points where two
tracks intersect. The point setting determines
whether the train will continue to move on the
same track or whether it will move into the
intersecting track. A complex yard may contain
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many points , with the tracks crisscrossing each
other, which significantly increases the complexity
of ensuring that a train can safely move from one
track to another possibly passing through several
intermediate tracks. In signaling parlance such
complex passages are called routes. A railway
yard can have hundreds of routes, and the
signaling system must ensure that conflicting
routes are kept free when a train is passing
through aroute. This is achieved by a mechanism
called interlocking.

In the past railway interlocking was primarily
manual. The hand-operated point levers shown
in Figure 1 are reminiscent of the times when
point positions were changed manually using
such levers. The interlocking system,
implemented using electrical relays, would ensure
that signal aspects change only when points are
in proper position.

Figure 1. A Point (left) and Hand-operated
Point Lever (right)

In recent times, railways use electronic
interlocking, where the signals and point positions
are controlled by software running on an
electronic interlocking (El) system. Such
computer controlled systems are designed to
adhere to the signaling standards. Once
configured properly with respect to a specific
railway yard, they continue to work reliably over
time and are not subject to human errors.

The primary concern with EI equipment is in
determining with absolute certainty that the
system configuration is correct, and that given a
correct system configuration, the software is
guaranteed to never err in signaling decisions. In
current practice this verification task is performed
using a high level of certification of the software
and through rigorous testing of the configured
equipment.

In spite of the best practices followed in
configuring and testing of El equipment, there are
known instances of failures resulting out of human
errors in the design of the logic for the EI

equipment. The following two incidents may be
highlighted:

® [The Milton Keynes Incident, Dec 29, 2008]
As reported in (Railway Accident
Investigation Branch Report, 2010), on
December 29, 2008, a serious signaling error
was detected at the Milton Keynes Central
station on the West Coast Main Line in UK.
The driver of a train observed a signal
change from red to green, although the track
beyond the signal was occupied by another
train. An accident was averted by the driver,
but the signaling error raised serious
guestions about the safety of modern El
systems. Investigations revealed that the
error was due to incorrect configuration data
for the EI equipment, namely that a track
segment was missed in a specific part of the
control logic. An even more intriguing fact
which came out of the investigation was that
interlocking data errors had in fact caused
several other incidents in the past at Rugby,
Glasgow Central, Peterborough, and
Shenfield. In all of these cases, data errors
had not been detected before the interlocking
was commissioned.

® [The Cootamundra Incident, Nov 12, 2009]
As reported in (Australian Transport Safety
Bureau Report RO-2009-009, 2009),
possible collision was averted by the driver
of a train approaching No.1 Platform Road
at Cootamundra, New South Wales, who
noticed that the last wagon of a freight train
was obstructing his approach. Investigations
revealed that the track segment used for
clearing the signal which allowed the train to
approach was incorrect, namely that the data
used to configure the El system defined a
wrong track segment for clearing the signal.

Such incidents reveal the uncomfortable fact
that human errors in preparing the interlocking
data may not be detected at the time of
commissioning a El equipment. The problem is
that post-configuration testing may not sensitize
the data error, particularly if the error is manifested
only in very few corner case scenarios, say
involving a very specific pattern of train
movements in the yard. The commissioned
equipment may then work perfectly for as long
as providence does not create the scenario in
which the error is manifested.
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The problem of exhaustive testing hits what is
known as the complexity barrier, that is, the
number of possible test cases multiplies with
every signal, every point, and every track
segment. This combinatorial growth causes state
explosion, that is, the number of states of the
signals and points exceeds the capacity of any
computer, and exhaustive testing becomes
infeasible beyond that point. A deadline for
commissioning the El equipment further limits the
number of tests that can be run. Therefore, most
railways have their own well defined lists of tests,
which are performed and then the equipment is
commissioned. The above incidents show that
such test plans are not adequate to cover all
relevant scenarios.

The EN50128 guidelines (European
Committee for Electrotechnical Standardization,
2001), issued by Comité Européen de
Normalisation Electrotechnique (CENELEC), is
the main reference for railway signaling
equipment manufacturers in Europe, and also a
widely referred standard in other railways around
the world. The EN50128 document uses the
concept of Software Safety Integrity Level (SSIL)
to define the criticality of the components of a
signaling system — specifically, for the software
for railway control and protection systems. The
SILs are: 4 (very high), 3 (high), 2 (medium), 1
(low), and 0 (not safety-related). While the
guidelines do not contain any clear prescription
of the software development methodology, they
classify some of the commonly used techniques
as forbidden, highly recommended, and
mandatory.

One of the remarkable aspects of the EN50128
guidelines is in classifying a class of techniques,
loosely called formal methods, as highly
recommended for components with higher levels
of SIL. Intuitively, formal methods are techniques
for mathematically proving the correctness of
software or a system, where the correctness
requirement is formally specified using formalisms
like mathematical logic. The basis of this
recommendation lies in the realization that formal
methods can comprehensively prove the
correctness of a system using an arsenal of
mathematical techniques, where as conventional
testing fails to provide the desired level of
assurance on those systems within feasible time.
The EN50128 guidelines are however silent on
how formal methods may be applied to arrive at
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better safety assurance for the high integrity
software/system components, thereby posing a
very pertinent research problem before the
signaling and formal methods communities.

Any study on formal assurance of signaling
safety must not only dwell upon the key technical
challenges in verifying a configured signaling
system, such as El equipment, but must also
focus on a deeper understanding on the
commissioning process of such equipment. El
equipment is a sophisticated system,
manufactured by only a handful of companies
around the world. The software residing in such
systems is a proprietary property of the EI
equipment vendor. On the other hand, the yard
specific data for configuring El equipment is
developed and provided by the signal engineers
of the railway company. The vendor configures
the equipment on the basis of the data received
from the customer and then the configured
equipment is subjected to rigorous testing by the
end user. The software residing in the EI
equipment is of the highest SIL, and may have
been verified formally (to be compliant with railway
signaling principles), but if the yard specific data
has human induced errors, then the configured
system will have errors.

The railway company has no means for
formally verifying the configured equipment
without having code-level access to the vendor’s
software. The vendor, on the other hand, has to
rely on the data provided by the railway company
and therefore all its assurances (formal or
otherwise) are under the assumption that the data
is correct. Therefore, the best intent of the railway
company should be to ensure that the data
provided to the vendor is correct, and that too
with formal assurance, as recommended by the
EN50128 guidelines. This chapter outlines the
suggested steps towards achieving this goal, with
important ramifications in ruling out future
incidents similar to the Milton Keynes and
Cootamundra incidents.

A PRIMER ON RAILWAY INTERLOCKING
This section outlines the traditional
development approach for a railway interlocking
system, and prepares the reader for the main
focus of this article, namely the formal assurance
of signaling safety. We begin with the definition
of the key components of a signaling system, and
then walk through the main steps in developing
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the signaling logic.

Signaling Terminologies

The components of a signaling system and
the terminologies used to define them are readily
available from various sources. In this section we
outline a small fragment of these definitions — only
those that are used to explain the formal
assurance approach.

Figure 2. Section of a Control Panel

Figure 2 shows a typical control panel in a
railway station. Observe the layout of the various
lines and their intersections (points). The operator
of this panel can issue route requests to the El
equipment, as we shall explain shortly, and the
El equipment allows the route to be locked only if
conflicting routes are not locked at that time. In
order to understand these key terms, let us walk
through the steps in setting up a El equipment.

We begin with a brief explanation of the layout
of a simple railway yard from a remote village in
India. Figure 3 shows the layout diagram of the
yard. Trains may approach this station from both
directions (left or right) along a single
(bidirectional) line. At the line approaches the
station from either side, it branches into three lines
as shown in red. The upper and lower lines are
called loop lines, which are adjacent to platforms
shown in yellow. The middle line is called the main
line. The two blue lines represent two level
crossings located at the two sides of the station.

Figure 3. Layout Diagram of a Railway Yard

The main components of the layout from a
signaling perspective are as follows:

1. Track segments: The tracks are divided into
segments, and each segment has a label. In
Figure 3 the labels ending with T represent
track segments. The track segments have cir-
cuits to sense whether it is occupied by a train.
Various types of track circuits are used in prac-
tice, but the purpose of all of them is to sense
the presence of a train on the track. Note that
a train may occupy more than one track seg-
ment at a time, for example, when it is passing
from one segment to another. Track circuits
provide inputs to the signaling system.

2. Points: The points are located at the intersec-
tions of two tracks. The position of a point de-
termines the direction of the passage of the
train. When the point is in normal position, the
train continues on the same track; whenitis in
reverse position, the train moves to the adja-
cent track. For example, consider the point
connecting segments 119T and 120T in Fig-
ure 3. When this point is in the normal posi-
tion, a train approaching from 49T will pass
towards 118T. On the other hand
if the point is in reverse position, then a train
approaching from 49T will change track from
120T to 119T along the point 119/120. Point
positions are controlled by the signaling equip-
ment.

3. Signals: The signals are asserted by the sig-
naling system. In Figure 3 the signals are
shown beside the tracks. The names of the
main signals start with S (for example, S35).
Since these are bidirectional tracks, there are
signals on both sides of each track in Figure
3, but for a train moving in a particular direc-
tion, only the ones on its left hand side of the
track are applicable. For example, the signal
S35 is applicable only for trains leaving the plat-
form segment O1AT towards 117T, and not for
trains approaching the platform from the point
117/118. The signal C46 shown with signal S46
in Figure 3 is a special type of signal called
calling-on signal. The calling-on signal asks an
approaching train to pass a red signal of the
main signal at a low speed. For example, when
C46 may be used for calling-on a train even
when S46 is red. Calling-on signals are used
for various purposes, for example, to attach a
coach at the end of an existing train.
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